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intensified the call for improved corporate
governance. This article provides an overview of
the following forms of governance, then discusses how
they relate to one another:
« Corporate governance
 Enterprise governance
« Information technology (IT) governance

First, this article will define the three forms of governance.
Table 1 provides a comparative chart that outlines some of their
differentiating characteristics. Second, it will look at
the emerging concept of enterprise governance illustrated in fig-
ure 1. Next, the value of good governance practices will be exam-
ined. And finally, there are questions provided to help an organi-
zation assess its own governance practices.

As boards of directors resolve to strengthen their corporate
governance practices, they will inevitably need to strengthen their
capabilities in the areas of accountability, transparency and disclo-
sure. Enterprise governance provides the comprehensive account-
ability framework that coordinates all management activity includ-
ing corporate governance and information technology governance.
Most of these management activities are dependent upon effective
and reliable information.

T he recent spate of high-profile corporate bankruptcies has

Corporate Governance

Corporate governance is a concept that evolved during the
1990s and has been endorsed by most global stock exchanges.
One of the most widely recognized international proponents of
corporate governance is the Organisation for Economic
Co-operation and Development (OECD). Thisis a multilateral
organization composed of 30 of the world’s leading economies.*

In 1999, the OECD developed a set of recommendations called
the Principles of Corporate Governance. These principles were
later endorsed by the G7 Finance Ministers and became incorpo-
rated into the OECD Guidelines for Multinational Enterprises
(MNE) in a chapter on disclosure and transparency. Since then,
many other international organizations and governments have
adopted similar principles and guidelines. The corporate gover-
nance structure of an organization is defined by its corporate char-
ter, bylaws and formal policy. The importance of good corporate
governance increasingly is recognized worldwide as a best prac-
tice.? “Corporate governance initiatives aim to create boards that
are more responsive to shareholders by attempting to balance the
CEOQO's power with the board’s ability to act as genuine custodians
of the organization.”*

Enterprise Governance

Enterprise governance is arelatively new informal term that
refers comprehensively to the way an organization is managed.
One description from the Information Systems Audit and Control
Foundation (ISACF) describes enterprise governance as “the set of
responsibilities and practices exercised by the board and executive
management with the goal of providing strategic direction, ensur-
ing that objectives are achieved, ascertaining that risks are man-
aged appropriately and verifying that the enterprise’s resources are
used responsibly.”*

Information Technology (IT) Governance

IT governance is aformally recognized discipline that is con-
sidered an integral part of enterprise governance. Although infor-
mation technology is managed by the head of the information ser-
vices department, the responsibility for IT direction lies with the
board of directors and the executive team. A
primary proponent of IT governance is Information Systems Audit
and Control Association (ISACA), which, in 1998,
created the IT Governance Ingtitute. This group is dedicated to
defining and promoting the concept of
IT governance.

“IT governance consists of the leadership and organizationa
structures and processes that ensure that the organization’s I T sus-
tains and extends the organization’s strategies and
objectives.”®

Enterprise Governance Is the
Accountability Framework

Like the term “freedom,” enterprise governance is a concept
that generaly is understood, yet there is no formal body charged
with its definition and promotion. Therefore, this discussion of
enterprise governance is based solely on the interpretation of the
author.

Enterprise governance isillustrated in figure 1 using an
umbrella analogy. Enterprise governance is the accountability
framework for all management processes. This framework is
designed (explicitly or implicitly) by the executive team under the
auspices of the board of directors. Together, they strive to opti-
mize use of resources by aligning all the activities of the organiza-
tion in order to clarify and execute strategic and operational direc-
tion as well as attitude toward risk. Below the graphic is a recap
of the key enterprise governance processes.

Benefits Of Good Governance Practices
Good Governance Adds Monetary Value
Evidence of the increasing value placed on corporate gover-
nance is found in two studies conducted by McKinsey &
Company in conjunction with Institutional Investors, Inc. and pub-
lished in the McKinsey Quarterly.c Both studies concluded that
major international investors were willing to pay a premium rang-
ing from 11-16 percent in the 1996 study to 18-28 percent in 2000
for sharesin a company that is known to be well governed.
Poor governance can cost millions, asillustrated in the follow-
ing examples taken from recent news articles. These stories partic-
ularly illustrate the complex and costly interplay between enter-
prise governance and I T governance.
 Lack of executive info—"That was no manufacturing problem
putting Bridgestone/Firestone and its defective tires in the glare of
an angry public. That was an information problem.... | bet we'll
learn that with the right kind of integrated information system,
managers...would have discovered the flaw before it became a
problem. We're till in the dark about why executives at the two
companies were in the dark.””

* Rolling up too fast—In 2000, Dallas, Texas, USA-based
Dynamex, Inc. was formally investigated by the Securities and
Exchange Commission, had its US $115 million credit facility
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Table 1—Comparison of Corporate, E

nterprise and IT Governance Characteristics

Corporate Governance Enterprise Governance IT Governance

Primary Proponent OECD None ISACA

(Organisation for Economic
Co-operation & Development)

(Information Systems Audit
and Control Association)

Refers to the * Board of directors * Board of directors « Board of directors

workings of * Executive team * Executive team * Executive team
« Shareholders * Rest of organization  Rest of organization

Core Principles « Shareholders’ rights « Strategic direction « Align with corporate strategy
« Independence « Accountability and disclosure  Provide good IT value
« Accountability and disclosure « Organization’s roles and » Manage IT risks

Board roles and responsibilities

responsibilities
Alignment

Intent Ensure integrity of accounting
and financial reporting systems

Include independent audit

Ensure integrity of financial and
nonfinancial reporting systems
Inclusion of independent audit

Ensure integrity of IT systems
Inclusion of independent audit
Have appropriate controls for:

* Have appropriate controls for:  Have appropriate controls for: — Monitoring IT risk
— Financial control — Financial control — Controling IT assets
— Monitoring risk — Monitoring risk — Compliance with laws
— Compliance with laws and — Compliance with laws and and regulations
regulations regulations — Records management
— Operations * Enable the enterprise by
— Communications— internal and exploiting opportunities and
external maximizing benefits of IT
— Integrated strategic planning * Ensure IT resources are used
and alignment responsibly
Factors Driving » Growth in complexity of the Same factors as corporate Same factors as corporate and
organization governance plus: enterprise governance plus:
* Globalization * Increased emphasis on  Expanding role of IT
« Rapid advance of technology accountability — Corporate/enterprise
* Accelerated decision making * Need to manage the management governance support
» More proactive boards process — Strategic initiatives
« Shareholder activism * Need for meaningful communication — Knowledge management
* Increased news coverage * Focus on organizational capital, — Privacy/security/continuity
« Increased competition value and balance « Proliferation of technology
» Recent scandals “solutions”
Key Elements » Majority of independent directors » Management of mgt. processes: IT strategic planning
* Use international accounting — Strategic planning and alignment IT control framework

standards

Independent audits
Responsive to requests for
information

— Comprehensive control framework
— Clear and well-managed operations
— Financial management

IT project management

IT asset management

IT policies/standards/processes
— Corporate

— Business units

— Information Services

frozen, was nearly de-listed off the American Stock Exchange and
faced a shareholder lawsuit accusing company officias of mis-
management and fraud. Problems at the US $240 million provider
of same-day delivery and logistics services were due to the abyss
of accounting problems that resulted in too many mergers and
acquisitions too fast to manage the resulting financial transac-
tions. Deloitte & Touche LLP was hired to sort out the mess but
had to ask for more time citing difficulty of gathering information
from so many sources.®

Lack of strategic alignment—Gartner, Inc., the consulting
powerhouse, had to deal with its own aignment issues as
described in the 15 November 2001, issue of CIO Magazine. In
1999, Gartner had no system to determine which IT projects
would support the company’s strategy. There were multiple pro-
jects for the same function and projects at cross-purposes. The
company found it was working on too many of the wrong
things. It was spending US $1 million per month on IT projects
and wasting about US $8 million per year on the lack of central-
ized purchasing and missed opportunities to cut costs. These
issues caused further problems with poor morale among staff

and executives at al levels. It is believed that miscommunica-
tion also impaired Gartner’s ability to make sound, strategic
acquisition decisions when the acquisition of TechRepublic lost
about US $107 million. This is thought to have contributed to
the dramatic drop in share price from US $18 per sharein
March 2000 to about US $6 a year later.®
* Inadequate technology risk management—"In arare case of
public finger-pointing, i2 Technologies Inc. and...Nike Inc. trad-
ed accusations over the cause of a software problem...that
resulted in product shortages and excesses as
well as late deliveries. Nike said it (the problem) cost it (the
company) $100 million in revenue....The news caused the
shares of both companies to skid about 20 percent. And when
you get right down to it, it's a people problem. Someone did not
manage the risk.”*
Failure of line management—Oxford Health Plans “failed to
catch millions of dollars in medical care costs, resulting inaUS
$200 million charge and a write-off of more than
US $100 million in premiums it failed to collect from
customers.” Author Jim Champ writes, “I'm betting...(the)
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Figure 1—Enterprise Governance
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debacle at Oxford Health Plans will turn out to be more about
failure of line management than the collapse of the HMO’s elab-
orate IS function.”

 Poor quality control—Tens of thousands of local telephone
books were recalled by SBC Southwestern Bell and Gordon
Publications in a suburb of Dallas after it was discovered that
they contained 4,000 numbers that customers did not want pub-
lished, including women fleeing abusive men and police officers
who were concerned for their families.?

The overall benefits of good governance are summarized as

follows:

» Maximizes revenues by deploying resources to the highest value
initiatives

» Minimizes business risk and adverse publicity through better
planning of major enterprise initiatives (frequently overlooked
by traditional risk assessments or audit plans)

* Saves hard dollars (in areas that often do not show up on the P
& L statements) by:
— Reducing duplication, waste and cancellations
— Reducing loss, penalties and damages
— Rationalizing governance methodologies
— Favorable directors and officers (D & O) insurance rates

* Increases confidence in the organization for al stakeholders
(employees, customers, suppliers, lenders, shareowners)

* Streamlines operations and information for improved respon-
siveness to market conditions

Improving Corporate Governance

Requires Smarter Enterprise Governance
Considerable international media attention recently has been
focused on the need for improved corporate governance. There is
not sufficient space in this article to recap al of the related issues.
However, most sources agree that strengthening corporate gover-
nance dictates improved accountability and transparency. Board
independence means directors will need better information and
methods to adequately assess and oversee the activities of their
firms. A coordinated framework of enterprise governance can help
boards and executive management teams streamline and focus their
organization’s strategy as well asitsinternal system of controls.

The expanding role of technology has caused IT governance to
become a critical component of enterprise governance.
Information technology and IT departments today provide the
toals to:

« Enable many drategic initiatives that generate competitive edge

* Provide analytical and executive decision support information
(including governance measures)

* Track the organization's performance in nonfinancial as well as
financial systems

» Monitor internal control systems

 Capture and store the organization’s intellectua capital

» Oversee corporate information policies such as security,
privacy, continuity and disaster recovery

Questions to help organizations begin to assess their levels of
enterprise governance follow. They are broken down by area—
strategic planning, financial management, operations and control
framework.

Strategic Planning

1) Does the organization have an integrated process for strategic
planning supported by various steering committees that will
help to review and prioritize proposals from a practical view-
point? If so, does thisinclude IT initiatives?

2) Can the organization steadily track its progress towards long-
term goals, or does the yardstick continue to change?

3) Isthe organization moving toward a more proactive stance or
does it seem to exist in a constant state of chaos?

4) Isthere adefined project prioritization methodology in use?
Does it take into account factors besides return on investment?

5) Are goas and objectives reasonable and attainable? Do they
make sense at the operational level and get buy-in from the
folks on the front lines?

6) Are organizational priorities clearly delineated or is staff con-
stantly scrambling to address multiple top priorities?

7) Arelarge initiatives communicated across the organization?
What steps are taken to ensure that similar projects are not in
progress in different areas?

8) Are enterprise-wide projects well planned and executed? Are
remote groups included?
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9) Do executives take the time to understand the operational
details and the impact of strategic decisions?

Financial Management

10) Are standard accounting principles utilized? Are they
standardized across the organization? Do they allow for
regional variations?

11) Are there any questionable accounting practices in use?

12) Isfinancial information available as needed in atimely fash-
ion?

13) Areinternal and external auditors independent? Do they have
access to the board of directors?

14) Are fixed assets well tracked and managed?

15) Does the company maintain the financial reserves to survive
tough economic cycles?

Operations

16) Does the organizational structure of the organization reflect
and facilitate the nature of the business?

17) Areroles and responsihilities clearly documented throughout the
organization o that few issues fal between the cracks?

18) Are the business processes reasonably effective and do they
have proper internal controls? Are there many exceptional
transactions?

19) Do the technology systems provide adequate processing and
analytical capability?

20) Are policies and standards adequately documented and com-
municated throughout the organization?

21) Have the issues of security, privacy and disaster recovery been
addressed in business unit operations as well asin the infor-
mation infrastructure?

22) Isinformation synchronized across the organization (price
lists, parts descriptions, terminology, promotion dates and
terms)?

23) Does key information reside only within certain individual s?
Would the loss of these individuals pose a business risk?

Control Framework

24) Has the board of directors adopted industry best practicesin
corporate governance?

25) Has the organization adopted industry standards to help man-
age risks? If so, which are used?

26) Isrisk assessed at the enterprise level (strategic/business risk,
reputation, technology) as well as at the operational level?

27) Are efforts in the areas of risk management, internal audit,
security and quality control coordinated together?

28) Is management certain that the organization’s most vital data
and business records are catal ogued, stored and disposed of in
aresponsible manner?

29) Are processes, systems and business rules adequately docu-
mented and standardized throughout the organization?

Conclusion

A good governance framework pays big dividends. Beyond
corporate governance, organizations also need to take alook at
their enterprise governance and I T governance activities. Firms
need to make sure they have a comprehensive and coordinated
accountability framework that streamlines and focuses the tremen-
dous resources of their firms to provide maximum and sustainable
value.
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